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Executive Summary

The overall objective of WP7 is to establish routines and protocols for varieties of stan-
dardizations of pre-processing, pending on source and purpose of usage of text. This work
package focuses on assessing and providing prototypes of open science and open data
structures in terms of data storage.

D7.5 extends the capabilities of AmCAT 4.0 with functions for non-consumptive re-
search — that is research that can be performed on a text data collection computationally,
while access to the original data can not be granted because of copyright, privacy or other
concerns. AmCAT 4.0 enables and facilitates the access and processing of data that cannot
be shared openly, by keeping data owners in direct control of the data, and by employing
trusted connections and role-based access control methods. To this end, D7.5 introduces
re-designed access control and guest access to AmCAT 4.0, as well as adding a flexible
framework of pre-processing actions. This framework, which we called actioncat, can be
used for pre-processing actions before granting the (public) access to the processed ver-
sions of text, from which the original content can not be reproduced. This way, users
without access can still perform a wide range of analyses, without having to grant them
access to the original data.

This deliverable consists of the AmCAT 4.0 codebase and the codebase of the exten-
sion actioncat, published via the OPTED website and publicly accessible on the GitHub
repositories.

1 Non-Consumptive Research in amcat4 and actioncat

1.1 Access Control in Amcat4 Explained

amcat4 provides fine-grained access control, which enables administrators of an instance
to share data in exactly the way they want and control what members of their team and
outsiders can do on an index. This section explains how access control works in amcat4
and highlights which features and settings provide infrastructure for non-consumptive
research.

We provide two sets of roles: one that is configred globally per user on an amcat4
instance and one set that can be used per index. In combination the three global (reader,
writer and admin) and index roles (none, metareader, reader, writer and admin) offer
twelve different role levels that are shown in the table below:

Relevant for non-consumptive research are the metareader levels. Users with this
index role can perform analysis on the data via the AmCAT dashboard or the API, but do
not have access to the text data.

Additionally, we can control the default role users have on a given index (see level 0
in the table). We call this the guest role of an index. This way, it is possible, for example, to
have one index where everyone can see the metadata while other indexes on the AmCAT
instance are hidden.

Users’ global and index role and the guest roles of indexes can be controlled via the
dashboard or the API. We show this illustrativly in the example below.

However, first we need to highlitght another setting that can modify access to data in
amcat4: the authentification mode. The authentification mode of an amcat4 instance

Lemmat
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controls who has access to the data in the first place. Unlike the roles, this setting can
only be accessed by administrators through the command line on the machine where the
instance is hosted. If you follow our recommended way of installation (see the online man-
ual), amcat4 will run in a Docker container. When invoked with the command docker
exec -it amcat4 amcat4 config, an interactive configuration menu will guide
the user through various settings. The authentication settings will show the follwing ex-
planation:

Listing 1 Authentication modes in amcat4

auth: Do we require authorization?

Possible choices:

- no_auth: everyone (that can reach the server) can do any-
thing they want

- allow_guests: everyone can use the server, dependent on
index-level guest_role authorization settings

- allow_authenticated_guests: everyone can use the server,
if they have a valid middlecat login, and dependent on index-
level guest_role authorization settings

- authorized_users_only: only people with a valid middlecat
login and an explicit server role can use the server

The current value for auth is AuthOptions.no_auth.
Enter a new value, press [enter] to leave unchanged, or press
[control+c] to abort:

The explanations of the different levels should hopefully be clear, except the term
middlecat login. For authentication modes beyond allow_guests, people whom you want
to grant some kind of access need to log in. To make this more secure, we wrote our own
authentication provider called middlecat. It enables the administrator to set up authen-
tication via different identity providers like Google or GitHub, with a fallback solution to
let users log in via a one-time email link (if they want to log in again, they need to request
a new link). We host a middlecat instace at https://middlecat.up.railway.app, but as the
software is open source, everone can set up their own instance and negotiate with differ-
ent identity providers to make other authentication options available (e.g., through their
university or company).



https://amcat.nl/book/02._getting-started.html#setup-through-docker
https://amcat.nl/book/02._getting-started.html#setup-through-docker
https://middlecat.up.railway.app
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@ https//middlecat.up.railway X +

&< - (C @& middlecat.up.railway.app/aut

MiddleCat

Connect via

%)

GitHub

G

Google

OR

¥ example@email.com |

[ Sign in with Email ]

Figure 1: Middlecat login screen

In cases where non-consuptive research should be made possible, all modes except
no_auth can be used. The indexes can then be configured to let users have a metareader
role explicitly or via the guest role of an index, as explained above.

1.2 Non-Consumptive Research via the AmCAT Dashboard: an Example

As Illustration of the access control, we can use an instance where the authentication mode
is set to allow_guests and where we added a test index. To reproduce this setup, one could
spin up an instance of the AmCAT suite using Docker and Docker Compose (you can find
a more detailed explanations in the AmCAT manual):

We can then change the guest role of the test index through the web dashboard at
http://localhost/ (if you hosted the instance locally on your computer):

1. Log into the dashboard



https://docs.docker.com/engine/install/
https://docs.docker.com/compose/install/
https://amcat.nl/book/02._getting-started.html
http://localhost/
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Listing 2 Creating an AmCAT instance through Docker

# download our docker compose file with curl or manually

curl -0 https://raw.githubusercontent.com/ccs—-amsterdam/actio
> ncat/main/actions/dfm/docker-compose.yml

# run docker compose to download and start the AmCAT applicat
> ions

docker-compose up —-pull="missing" -d

# create a test index to use in this example

docker exec -it amcat4 amcat4 create-test-index

# configure the dinstance to run in allow_guests (make sure

> to also set your email address as admin email, or you are

> locked out)

docker exec -it amcat4 amcat4 config

£ AmMCAT 4 client

< C @ localhost

Connect to server
http:/localhost/amcat/ |

Sign-in |

Figure 2: Web dashboard of AmCAT

2. Select the state_of the_union index and go to settings:
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$ localhost/h/localhost¥2Fan ~ - O x

localhost/t , te L c v 2 O0@

Account Menu -

Guest role@

Metareader (unauthorized users cannot read full text) -

Display Name @

state_of_the_union

Description@

“

Figure 3: Change guest role of index state_of_the_union

After this, both users with and without access to the text data are still able to perform
simple frequency analyses using text queries:
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oe

_of_the_union

Q. qO=america AND Europe °

P
Summary  Articles  Graph/Table  Tags

2015: Barack Obama 128 Documents from 1820-11-14 - 2015-01-20

, after a breakthrough year for America ... your service. America, for all that we ... has always propelled America forward P
2

2015-01-20

2014: Barack Obama

: Today in America, a teacher spent extra ... did his part to help America wean itself ... than America. Our alliance with Europe 15

2014-01-28

2013: Barack Obama
- For they know that America moves forward ... create jobs right here in America. That's ... United States of America. The American 1 T f bt 9
2013-02-12

L]

their example. Think about the America ... world in educating its people. An America ... like China. Meanwhile, America is more 08
2012-01-24

2012: Barack Obama | M

2011: Barack Obama o 4
leadership that has made America not just ... predicting our decline, America still ... . We have to make America the best place 1848-01-01 1886-01-01 1924-01-01 1962-01-01 2015-01-01
2011-01-25

2010: Barack Obama
inevitable -- that America was always .. fears; America prevailed because we chose to ... like this all across America. And after
2010-01-27

2006: George W. Bush

+ courageous woman who called America to its ... have served America through one of the ... leadership, so the United States of America
will

2006-01-31

2005: George W. Bush

will keep America the economic leader of
2005-02-02

nd more competitive, America must ... that makes America more secure and less

2003: George W. Bush
every child in America can read and learn ... America. Seniors happy with the current ... America are losing fine doctors. No one
2003-01-28

2002: George W. Bush
for their own. America and ... landmarks in America and throughout the ... America and our allies must not and will not
2002-01-29

Figure 4: Frequency analysis

Users can also compare document groups based on meta fields:
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@ localhost/h/localhosty

< c O

Q Query [ Fields

Q america and europe °

Summary Articles Graph/Table Tags

Display as Line Graph  or JEEN:BYaIPL O o, £5 List or B Table

Aggregation Total count
Create bars for party

Cluster bars by

Democratic

Republican

Democratic-Republican

Fsdemhst.
0 2‘5 >‘O 7‘5 100

Figure 5: Comparison based on party in the state_of_the_union index

Only when users try to see more of a text than a short snippet do the index roles

matter:
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@ localhost/h/localhost2Fam: X +

<« c o < . tifstate of ¢ ¥ O @ incognito

date 2015-01-20 2015: Barack Obama

party Democratic
) Text fields cannot be displayed because you have insufficient access to this
president  Barack Obama index. Please contact the index admin to request access.

year 2015

Figure 6: User with no role
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@ localhost/h/localhost2Fam: X +

w 0O % Incognito

date 2015-01-20 2015: Barack Obama

party Democratic Mr. Speaker, Mr. Vice President, Members of Cangress, my fellow Americans: We

are 15 years into this new century. Fifteen years that dawned with terror

touching our shores, that unfolded with a new generation fighting two long and

Yyear 2015 costly wars, that saw a vicious recession spread across our Nation and the world.
It has been and still is a hard time for many.

president  Barack Obama

But tonight we turn the page. Tonight, after a breakthrough year for America, our
economy is growing and creating jobs at the fastest pace since 1999. Our
unemployment rate is now lower than it was before the financial crisis. More of
our kids are graduating than ever before. More of our people are insured than
ever before. And we are as free from the grip of foreign oil as we've been in
almost 30 years.

Tonight, for the first time since 9/11, our combat mission in Afghanistan is over.
Six years ago, nearly 180,000 American troops served in Irag and Afghanistan.
Today, fewer than 15,000 remain. And we salute the courage and sacrifice of
every man and woman in this 9/11 generation who has served to keep us safe.
‘We are humbled and grateful for your service.

America, for all that we have endured, for all the grit and hard work required to
come back, for all the tasks that lie ahead, know this: The shadow of crisis has
passed, and the State of the Union is strong.

Figure 7: User with reader role

As explained above, we could have accomplished the same by assiging a specific user
either role level 2 or 7.

Through the fine-grained access control and the dashboard, AmCAT offers ways to
query, visualise and analyse text data without giving users access to the underlying data.
This allows researchers to make datasets available for non-consuptive research where it is
not possible to publicly share the full data due to copyright, privacy, or other concerns.

2 Packaged Non-Consumptive Analysis Workflows

While amcat4 offers rudimentary analysis methods for users with metareader access
like counting and cross-tabulating documents using queries, we also developed and addon
framework to AmCAT that makes it possible to run entire analysis workflows in a non-
consuptive way. We call this framework actioncat The basic idea we implemented is to
leverage the open source Docker infrastrucre, which we also employ to make the AmCAT
suite of packages available, to let users create specialised workflows in order to perform
analyses on data they do not have access to.

We offer two example actions (which is what we call predefined workflows that are

13
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packaged in a Docker image/container), one in R, one in Python:

 The R action adds a tidy document-feature representation field to an index
+ The Python action adds a document embeddings field to an index

Both of these actions are destructive preprocessing workflows in the sense that the
original text cannot be reconstructed from the new field. This makes these actions well
suited for indexes where the full text can not be shared because of copyright, privacy or
other concerns. Using AmCAT’s fine grained access control features, the full text can
be hidden from users without specific permissions, but the preprocessed data can still
be shared with a wider audience. Users can imitate these examples to create their own
workflows and send them to administrators of an amcat4 instance. After approval, the
administrator can then run a workflow using just two commands: one to download and
one to run the action. Compared to sending just R or Python files for processing, this
approach has the advantage that the action will have all the right dependencies already
and perform the action exactly as on the user’s machine (therby standardizing the process
to a certain degree and making the admins life a little easier).

2.1 Non-Consumptive Research via actioncat: an Example

To illustrate the basic steps from the administrators perspective, we use one of the example
workflows in the repository here: https://github.com/ccs-amsterdam/actioncat.

First, we spin up an instance of the AmCAT suite using Docker and Docker Compose
as above:

Listing 3 Creating an AmCAT instance through Docker

# download our docker compose file with curl or manually

curl -0 https://raw.githubusercontent.com/ccs-amsterdam/actio
> ncat/main/actions/dfm/docker-compose.yml

# run docker compose to download and start the AmCAT applicat
> 1ions

docker-compose up —--pull="missing" -d

# create a test index to use in this example

docker exec -it amcat4 amcat4 create-test-index

# configure the dinstance to run in allow_guests (make sure

> to also set your email address as admin email, or you are

> locked out)

docker exec -it amcat4 amcat4 config

Administrators can then use actions with the same basic approach:

In case of a user defined action, only the download link will be different. The action
will run until it has added a tidy document-feature representation to all texts in the test
index. You can check this via the web interface at http://localhost/:



https://github.com/ccs-amsterdam/actioncat
https://docs.docker.com/engine/install/
https://docs.docker.com/compose/install/
http://localhost/
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Listing 4 Running the predefined dfm action

# download the action file with curl or manually

curl -0 https://raw.githubusercontent.com/ccs—-amsterdam/actio

> ncat/main/actions/dfm/docker-compose.yml
# run the action
docker-compose up —--pull="missing" -d

date

1790-12-08

F|51fl)’

000""n"1}"feature’
{"feature":"abridge’

1},
onate’”"
"1} n":1]),

1}
{{"Feature” 1
ature 'a\a({:jr\'tv"."n 13,

),
ature”"animated;

| 'feature”:"any"’

on';
:5} {"feature":"as""'n":19),
ssures”'n": 1] {"feature”:"at""'n"4},
nt""'n":2},

1),

).["feature""be"'n":18],
ature”:"became" "1},

1790: George Washington

Fellow-Citizens of the Senate and House of Representatives:

In meeting you again | feel much satisfaction in being able to repeat my congratulations on the favorable prospects
which continue to distinguish our public affairs. The abundant fruits of another year have blessed our country with
plenty and with the means of a flourishing commerce.

The progress of public credit is witnessed by a considerable rise of American stock abroad as well as at home, and
the revenues allotted for this and other national purpeses have been productive beyond the calculations by which
they were regulated. This latter circumstance is the more pleasing, as it is not only a proof of the fertility of our
resources, but as it assures us of a further increase of the national respectability and credit, and, let me add, as it
bears an honorable testimony to the patriotism and integrity of the mercantile and marine part of our citizens. The
punctuality of the former in discharging their engagements has been exemplary.

In conformity to the powers vested in me by acts of the last session, a loan of 3,000,000 florins, toward which some
provisional measures had previously taken place, has been completed in Holland. As well the celerity with which it
has been filled as the nature of the terms (considering the more than ordinary demand for borrowing created by the
situation of Europe) give a reasonable hope that the further execution of those powers may proceed with
advantage and success. The Secretary of the Treasury has my directions to communicate such further particulars as
may be requisite for more precise information.

Since your last sessions | have received communications by which it appears that the district of Kentucky, at
present a part of Virginia, has concurred in certain propesitions contained in a law of that State, in consequence of
which the district is to become a distinct member of the Union, in case the requisite sanction of Congress be added.
For this sanction application is now made. | shall cause the papers on this very transaction to be laid before you.

The liberality and harmony with which it has been conducted will be found te do great honor to both the parties,
and the sentiments of warm attachment to the Union and its present Government expressed by our fellow citizens
of Kentucky can not fail to add an affectionate concern for their particular welfare to the great national impressions
under which you will decide on the case submitted to you.

It has been heretofore known to Congress that frequent incursions have been made on our frontier settlements by
certain banditti of Indians from the northwest side of the Ohio. These, with some of the tribes dwelling on and near
the Wabash, have of late been particularly active in their depredations, and being emboldened by the impunity of
their crimes and aided by such parts of the neighboring tribes as could be seduced to join in their hostilities or
afford them a retreat for their prisoners and plunder, they have, instead of listening to the humane invitations and
‘overtures made on the part of the United States, renewed their violences with fresh alacrity and greater effect. The
lives of a number of valuable citizens have thus been sacrificed, and some of them under circumstances peculiarly
shocking, whilst others have been carried into a deplorable captivity.

These aggravated provocations rendered it essential to the safety of the Western settlements that the aggressors
should be made sensible that the Government of the Union is not less capable of punishing their crimes than it is
disposed to respect their rights and reward their attachments. As this object could not be effected by defensive

measures, it became necessary to put in force the act which empowers the President to call out the militia for the

Figure 8:

Example text preview including dfm

or using the amcat4r package:




D7.5: Non-consumptive research toolkit

Listing 5 Querying the new field through the API

if (!requireNamespace("amcat4r", quietly = TRUE))
remotes::install_github("ccs-amsterdam/amcat4r")
library(amcat4r)
amcat_login("http://localhost/amcat")
sotu_dfm <- query_documents(
index = "state_of_the_union",
queries = NULL,
fields = c(".did", "dfm"
))

sotu_dfm

# A tibble: 232 x 2

.id dfm

<jid_col> <list>

9d8..0d0 <list [3,370]>
846..068 <list [2,176]>
2b6..aa5 <list [2,895]>
4f3..8bf <list [3,172]>
c36..4b0 <list [3,739]>
5a2..8ba <list [3,745]>
8b0..5f2 <list [3,927]>
484..893 <list [3,308]>
a3a..a70 <list [2,554]>
10 57c..840 <list [1,729]>
# K 222 more rows

O 0o ~NOO UL~ WNR

By changing the docker-compose.yml, it is possible to control which index the
action is applied on, the name of the text field and the name of the new dfm field by
changing the environment variables:

version: "3.8"
services:
action-dfm:
image: ccsamsterdam/amcat-action-dfm:4.0.13
build:
network_mode: "host"
environment: # behaviour of the R script is controlled through these variable
- amcat4_host=http://localhost/amcat
- index=state_of_the_union
- queries=NULL
- text_field=text
- dfm_field=dfm
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# for authentication, this container needs access to the httr2 cache director
# You can find it with “rappdirs::user_cache_dir("httr2")"

# volumes:
# - ~/.cache/httr2:/root/.cache/httr2 # [local path]:[container path]

So far, we ran this on an instance without authentication. If we turn on authentica-
tion, we need to also give the container access to a valid token. This can be done by giving
the action access to a valid token file. To create a token file, first log into the instance:

Listing 6 Authenticating in amcat4r

amcat_login("http://localhost/amcat", cache = 1L)

This prompt the user to log into the AmCAT instance. When cache = 1L isselected,
a token file is written to the local computer. One can find it by following the path returned

by:

Listing 7 Finding the local token directory

#| eval: true
rappdirs::user_cache_dir("httr2")

Now it is possible to link this directory to the Docker container by changing the
commented out lines in docker-compose.yml to:

volumes:
- ~/.cache/httr2:/root/.cache/httr2 # [local path]:[container path]

Note that the path returned by rappdirs: :user_cache_dir(“httr2”) is
the local path and is added before the :. If the action is run on a server (which is the
use case that makes most sense), one needs to first copy the token there (e.g., copy it to
/srv/amcat/token and then link this folder to /root/.cache/httr2 in the con-
tainer).

3 Conclusion

A crucial criterion for the infrastructure developed by OPTED is scientific transparency
to facilitate replication, collaboration, and efficient re-use of academic contributions in
terms of data collection and tool creation. The features in the AmCAT suite of packages
enable researchers to make data available in ways that conform with copyright, privacy,
or other concerns. Following the ideas developed within the concept of non-consumptive
research, we can enable new analyses or replication effectivly without sharing access to
the full material.

[Jpic Modelling ¢



https://amcat.nl/book/04._sharing.html
https://amcat.nl/book/04._sharing.html

	Non-Consumptive Research in amcat4 and actioncat
	Access Control in Amcat4 Explained
	Non-Consumptive Research via the AmCAT Dashboard: an Example

	Packaged Non-Consumptive Analysis Workflows
	Non-Consumptive Research via actioncat: an Example

	Conclusion

